
CS-523 Advanced topics on
Privacy Enhancing Technologies

Privacy-preserving Data Publishing I
Live exercises 

Carmela Troncoso
SPRING Lab

carmela.troncoso@epfl.ch



Consider only the Gender, Zipcode, Age 
attributes. 

Which statement is TRUE?

(A) The database achieves k-anonymity with k = 4.

(B) The database does not achieve k-anonymity for 
any k.

(C) The database achieves k-anonymity with k = 1.

(D) The database achieves k-anonymity with k = 2.
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identifying attributes.
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(D) The database achieves k-anonymity with k = 2.



Consider the Disease attribute to be 
sensitive.
Which statement is TRUE?

(A) The database achieves 3-diversity.

(B) The database is differentially private.

(C) The database achieves 5-diversity.

(D) None of the above
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Consider Age as quasi-identifying and 
Disease as the sensitive attribute.
Which statement is TRUE?

(A) The database achieves 3-diversity.

(B) The database is differentially private.

(C) The database achieves 5-diversity.

(D) None of the above



• 597,692 individuals registered for 17 online courses 
offered by Harvard and MIT through the EdX platform

• Data collected: students’ demographics, engagement 
with course content, and final course grade

• “To meet these privacy specifications, the HarvardX 
and MITx research team (guided by the general 
counsel, for the two institutions) opted for a k-
anonymization framework” [3]. A value of k = 5 “was 
chosen to allow legal sharing of the data” in 
accordance with FERPA. Ultimately, EdX published 
the 5-anonymized dataset with 476,532 students’ 
records”



• Published data Xed: 
• Basic demographics: self-reported level of 

education, gender, and year of birth, country 
(inferred from the student’s IP address)

• Activities and Results in 16 out of 17 courses

• Results: enrolled, grade, certification status

• Activities: e.g., number of posts in course

• K-anonymized (Generalization and supression) with 
respect to:
• Q∗ = {enrolled in course 1, . . . , enrolled in 

course 16}
• Qi = {gender, year of birth, country, enrolled in 

course i, number of forum posts in course i} 



• If you were a student of one of these courses: what would be the 
privacy concerns? What adversaries would you worry about?
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• If you were a student of one of these courses: what would be the 
privacy concerns? What adversaries would you worry about?

• If you were a student of one of these courses would you say it is safe?

• Does the order of k-anonymization matter?

• If you found a unique record… how would you re-identify?



More on the Xed fiasco and other attacks
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